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Programme Agenda.

DAY ONE

Trending root causes of cybercrime in NAM countries
In-depth analysis of the;
•   Root causes of cybercrime in NAM countries 
•   Methods and techniques employed by fraudsters
•   Adaptation of internal cyber-criminal methodologies to fit the emerging digital 
ecosystem 
•   International cybersecurity norms and treaties

The future Mobile Money
�  Comparing current regulations regarding Mobile Money systems in NAM 
countries and their effectiveness.
�  Next generation Mobile Platforms
�  Money systems and platforms. What to expect. Small changes or giant leaps? 
�  How to influence the future of mobile money, by common effort?

Mobile Money Systems in NAM countries
�  Overview of the current mobile money systems 
�  Existing interfaces and protocols (between banks and mobile money platforms) 
and potential vulnerabilities
�  Management of vulnerabilities in mobile money systems & vulnerabilities
�  Analysis of the impact of cybercrime on the mobile money ecosystem evolution 
and economic progress and regulatory standards and regimes.



DAY TWO

Regulatory compliance for consumer devices: An industry driven initiative?
�  Industry defined standards (worldwide, regional, or country based), which is 
the best way forward?
�  Risk based approach — Regulatory scrutiny and level of risk posed by the 
product
�  Ongoing monitoring mechanisms and international collaboration to ensure 
compliance

Effective Cybercrime Prevention & Detection Techniques
�  Domesticating existing techniques — effectiveness and feasibility in the NAM 
context
�  Domesticating International best practices in Incident response and cyber 
crisis management.
�  Cooperation and cross border knowledge sharing. Joint initiatives between 
NAM countries for new techniques and best practices.
�  Keeping ransomware at bay and effective preventative tools

Improving Cybersecurity Standardization
�  Best practices in cybersecurity enabling environment

Open Standards and Frameworks
�  Best practices in data protection and privacy Open-source tools: Cybercrime 
— relevant free to use and open-source tools and customization

Social Engineering
�  Public Policy: How confident is the public in current cybersecurity regimes
�  Promoting cybersecurity awareness and education
�  Protect digital identity and personal information 
�  Human factor: cultural differences and optional ways to influence 
�  Zero Trust strategy: relevancy to NAM

Securing user interactions at the device level for high assurance
�  Device-based-security Trusted execution environments
�  Trust in digital identities managed by mobile devices
�  Assured user authentication
�  Next generation authentication (device based or seamless biometrics?)
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DAY THREE

IOT challenges
�  New technology in IOT security
�  Compliance and Defiance
�  IOT security — road towards compliance with regulations
�  Leveraging common criteria for product's security specification

DAY FOUR

Red Team workshop and demonstrations

Generative Al: Threats and opportunities in fighting cybercrime
�  Al and its potential role in countering cybercrime in NAM countries
�  Can AI guarantee Effective detection and prevention of cyber crimes
�  Cybersecurity regulation in the age of Al

Regulations
�  Open discussion: Recommendations on critical and necessary regulations to 
enhance cyber security


